ABSTRACT Existing spectrum auction algorithms rarely consider the collusion-resistant, which decreases the spectrum allocation efficiency. In this paper, we propose a collusion-resistant spectrum auction algorithm based on K-Nearest Neighbor (KNN) learning in small cell networks. The algorithm can satisfy the increasing requirements of broadband services, improve the utilization of spectrum and also enhance the power-transmitting efficiency in small cells. Considering the interference among small cells, the KNN algorithm is used to classify all the small cells according to the small cells' geographic locations and interference radius, which can improve the collusion-resistance ability of spectrum auction and improve the spectrum allocation efficiency. Simulation results are presented to verify the effectiveness of the proposed algorithm.
I. INTRODUCTION
With the popularity of wireless devices and the rapid growth of new business types, wireless signal transmission environment becomes more and more complicated, and people have increasing demand for mobile data business. To achieve higher and continuous transmission rate in a wireless communication network, it is necessary to conduct wide area of cover on the network coverage cavity or weak coverage area. Small cells are featured by small size, light weight, flexible installation and wide adaptability [1] , [2] , and they can be used for network edge coverage and hotspot coverage, so they have been widely used in wireless network construction. The main application scenarios of small cells are as follows: application in macro coverage to realize hot spot area capacity enhancement and achieve the balance of capacity and coverage, as well as the application outside macro coverage to be mainly deployed in weak coverage areas.
However, in order to provide the best communication service to mobile users in such a wireless network, according to the requirements of the mobile users' service quality and condition, how to make mobile users obtain continuous communication service through wireless communication system and how to manage the network spectrum resources to realize the rational distribution of spectrum resources becomes important research contents. At present, the spectrum allocation model based on auction is regarded as an effective method to solve the problem of dynamic spectrum allocation because of its less information request and reasonable resource allocation [3] - [7] . In the spectrum auction, primary users (PUs) will not agree to rent out the licensed channels to the secondary users (SUs) unless the latter pay the spectrum usage fee to the former. However, there are a large number of selfish users in the network environment, who always try to maximize their own interests and lie about their real needs for spectrum resources [17] , [18] . As a result, the selfish users excessively use scarce spectrum resources, affecting the service quality of other users and reducing the overall performance of the network.
Additionally, due to the reusability of spectrum [8] - [14] , many users resell the spectrum resources to other noninterference users after obtaining the spectrum resources. In this way, they gain additional benefits. There are even a lot of users collude to get the biggest benefit at the lowest cost so as to participate in the auction at lower bidding. The collusion between users affects the whole auction result in the dynamic spectrum allocation scenario [15] , [16] . Once collusion is formed, the fairness of the auction cannot be guaranteed. Moreover, auction efficiency, system revenue and stability will also be influenced. Therefore, it is urgent to solve the collusion problem in spectrum auction. Currently, works on collusion mainly focus on the following aspects, including bidding ring collusion [17] , loser collusion [18] and sublease collusion [19] .
Bidding ring collusion indicates some SUs participate in an auction by decreasing the bid, which can reduce the revenue of PUs. However, bidding ring collusion can be suppressed by setting a reasonable reserve price as in [17] . Meanwhile, loser collusion means that some losers cannot win the channel due to small budget, and they have to raise the bid through collusion to win, which will affect the auction efficiency of the system and the revenue of the PUs. Reference [18] designed a pricing strategy, in which if some losers intend to win the channel by collusion with higher bids, the price will exceed the real value of the channel, which may result in a negative revenue for the losers. Therefore, this strategy can suppress loser collusion. This paper mainly studies the suppression of sublease collusion. Sublease collusion means that the auction winners sublet channel to other users who do not interfere with them after acquiring the channel so as to gain more revenue. At present, the study mainly suppresses sublease collusion by setting price constraints, but does not fundamentally consider the conditions of sublease collusion. Through subleasing collusion, the winners can only sublease the channel to users who do not interfere with them. If users without mutual interference are regarded as virtual buyers in auction, the winners cannot sublet the channel to others, which suppresses sublease collusion.
In order to correctly distinguish the interference between users, K-Nearest Neighbor (KNN) algorithm is used to classify all users according to their geographic locations and interference radius. By classification, users without mutual interference are classified as virtual buyers in auction, which can restrain sublease collusion and improve the spectrum allocation efficiency. As far as we know, this is the first time that KNN algorithm is used in the spectrum auction. Compared with traditional classification method, KNN algorithm classifies the data quickly with lower error rate [20] , [21] . Meanwhile, in order to improve the spectrum utilization and transmission rate, a two-tier heterogeneous network consisting of small cells and macrocells is considered. The macrocells rent its idle spectrum resources to small cells by auction in order to improve the spectrum utilization. Meanwhile, deploying small cells in blind spot and hot spot can enlarge the network coverage and increase the network capacity so as to improve the network transmission rate. The main contributions of our work are summarized as follows:
1) We consider a two-tier heterogeneous network consisting of small cells and macrocells, which can allocate scarce spectrum resources to small cells and improve the spectrum utilization.
2) We propose a collusion-resistant spectrum auction based on KNN algorithm. Given the interference among small cells, the KNN algorithm is employed to category all the small cells in accordance with the geographic locations and interference radius of the small cells. In addition, it can enhance the collusion-resistance ability of spectrum auction as well as increase the spectrum allocation efficiency.
The rest of this paper is organized as follows. In Section II, the system model for small cell networks is described. In Section III, we introduce the collusion-resistant dynamic spectrum allocation algorithm which can suppress the collusion of small cells. Section IV introduces the KNN algorithm. Last but not least, simulation results and conclusions are shown in Sections V and VI.
II. SYSTEM MODEL
The system model is shown in Fig. 1 . In this paper, a two-tier heterogeneous network consisting of small cells and macrocells is considered. The macrocells are the PUs having many unused channels, while the small cells are the SUs needing the access to those unused channels from PUs. Meanwhile, the auctioneer is introduced as a spectrum broker who helps to coordinate the auction and assigns channel to small cells. We assume marcocells have many channels to lease, and each small cell only needs one channel. Furthermore, we consider heterogeneous channels which have different transmission powers, bandwidth and qualities, thus the price of each channel is different in the spectrum auction. Before the auction, macrocells submit to the auctioneer the channels' information and the reserve price of each channel that is to be auctioned. This means that the winners of the auction cannot pay less than the reserve price. Meanwhile, the VOLUME 6, 2018 auctioneer broadcasts rental information, which include the number of available channels and the reserve price of each channel. Then the small cells will bid according to its economic ability. In our auction scenario, the macrocells have a set F = {f 1 , f 2 , . . . , f M } of M heterogeneous channels to lease. At the same time, a set S = {s 1 , s 2 , . . . , s N } of N small cells participates in the auction. Next, we will explain the signs that are used in this paper:
Reserve Price r k : It is the reserve price of the kth channel. That is to say, only when small cells pay more than the reserve price, macrocells are willing to lease its channel to small cells.
Channel Valuation v i (k): It represents the valuation of the kth channel by the ith small cell. In other words, the ith small cell is willing to buy the kth channel at the price of v i (k).
Channel Budget b i (k): It is the budget for the kth channel of the ith small cell. It represents the maximum amount of money that the small cell can afford for the channel, and the small cell cannot pay more than this price.
Channel Allocation x i (k):
, represents the kth channel is allocated for the ith small cell. That is to say, the ith small cell wins the kth channel through auction; Conversely,
It represents the price that the ith small cell should pay after winning the kth channel.
III. COLLUSION-RESISTANT DYNAMIC SPECTRUM ALLOCATION A. NO SMALL CELL COLLUSION IN DYNAMIC SPECTRUM ALLOCATION
In Fig. 2 , we illustrate the situation that no small cell colludes in dynamic spectrum auction. From our standpoint, the auctioneer is a spectrum broker helping to coordinate the spectrum auction, while the small cell is an unauthorized user who needs idle spectrum resources from macrocells. Small cells submit bidding information to the auctioneer. According to the auction results, the auctioneer allocates channels for winners. Based on the spectrum auction model without collusion, we can define the utility of the macrocells as
At the same time, the utility of the ith small cell is
The system utility refers to the total revenue generated from the whole auction system. Therefore, the system utility of our auction can be written as
The spectrum auction is set up under the condition of no interference between small cells, so how to avoid the interference between small cells is one of the focus of this paper. The specific method is introduced in details in the following chapter. Interference relationship between small cells is given by C ij . C ij = 1, there is interference between the ith small cell and the jth small cell, which means those two small cells cannot access the same channel at the same time. Conversely, there is no interference. Therefore, the constraints of the spectrum allocation are as
Based on the discussion above, the spectrum auction is formulated as the optimization problem in below:
Equation (4) problem solving is a NP-hard problem, and the optimal solution of which can be generated through the enumeration method. Since the computational complexity of enumeration method is exponential, when the problem scale is larger, it will not be realized due to the large computation. Therefore, a quick and easy solution is needed. This paper provides an allocation algorithm to optimize the target function and improve the system revenue.
It is assumed that the small cells are selfish while each small cell attempts to make the interest reach to the maximum. In light of this, they will choose to cheat over the valuation of the price when the higher benefits cannot be obtained. To solve the problem, we denote b i (k) = v i (k) and assume the optimal allocation vector as x i ( * ), where its optimal system utility is U v ( * ) = U v (x i ( * )). We assume the ith small cell is the winner, and define
. . , f M } and the set of small cells S = {s 1 , s 2 , . . . , s N }, R i , the interference users set of the ith small cell, A i , the available channel set of the ith small cell. Output:
The spectrum auctioneer builds the interference matrix C ij according to the information collected, and distributes the set R i and A i for each small cell. 2: for i = 1 to N do 3: if A i = φ and S = φ
4:
Compute s k = arg max
5:
Assign the highest priority channel f m in A k to s k . 6: Update the set of small cells S : S = S − {s k }. 
, then the i-th small cell needs to pay for the price
Based on the discussion above, it can be found that small cells and macrocells might have conflicting interests with each other. Particularly, macrocells would want as much revenue as possible through the rent of the idle channels while the small cells want to finish the communication goals through the least possible payments for the lease of these channels. Therefore, small cells are intended to collude when it is assumed that the collusive behaviors would benefit the utilities. Collusive behaviors between two small cells may have less impact on spectrum auction. However, if multiple small cells form collusion ring and participate in the auction, they will seriously damage the benefit of the system. Thus, it would be imperative to solve the collusion issue in the spectrum auction.
B. COLLUSION-RESISTANT IN DYNAMIC SPECTRUM ALLOCATION
In Fig. 3 , we illustrate the existence of the small cell collusion in the spectrum auction. Several small cells participate in the auction in the form of collusion ring and try to gain spectrum resources by means of decreasing the bid. Each collusion ring only produces effective bidding for spectrum resources once, which will reduce the revenue of macrocells and produce inefficient spectrum allocation.
However, such collusion can be suppressed by setting up reasonable reserve price before an auction. In this paper, the suppression of sublease collusion is mainly studied. Sublease collusion means that small cells resell the channel to other small cells who do not interfere with them after winning channels so as to obtain additional revenue. By means of this kind of collusion, the interests of macrocells will be damaged, and macrocells will not rent channels to the small cells, which will reduce the spectrum utilization. To solve this problem, small cells are classified using KNN algorithm, and then the interference between the small cells are determined through the classification. The small cells without mutual interference are divided into one group, and many sets of small cells without mutual interference are obtained. There is no interference inside the sets of small cells, but there is interference between sets of small cells. Therefore, the small cell that wins the channel can't sublease the channel to the non-interference small cells. In addition, the set of small cells without intra-interference is regarded as a virtual buyer (VB). Virtual buyers collect the valuation and budget of all the small cells within the set, and then submit to the auctioneer. Therefore, this scenario will not generate sublease collusion.
The valuation and budget of the jth small cell in the ith VB for channel k are given by v Then, the spectrum allocation algorithm in the no collusion scenario is used to select the set of winners W . Therefore, the utility of the jth small cell in the ith VB is
Where, |W i | represents the total number of winners in the ith VB. p j i (k) = R k j /|W i | represents the price that the jth small cell in the ith VB should pay after winning the channel. R k j denotes the price that the jth VB needs to pay auctioneer after winning the kth channel.
IV. KNN ALGORITHM
As far as we know, interference can have a significant impact on spectrum auction. Therefore, the focus of this chapter is to confirm whether there is interference between small cells and to distinguish the small cells that VOLUME 6, 2018 mutually interfere. The small cells will submit its location information to the auctioneer before the spectrum auction. Then, according to location information and predefined interference radius, small cells can be classified. KNN is a popular classification algorithm in machine learning. In this paper, we propose a spectrum auction algorithm based on KNN, where all small cells could be classified based on their geographic locations and interference radius.
The KNN algorithm was originally proposed by Cover and Hart in 1968, and it is a lazy learning method [22] . KNN classification algorithm is relatively mature in theory and one of the simplest machine learning algorithms [23] , [24] . The idea of the method is as follows: if most part of k adjacent samples in the feature space belongs to a category, then the sample also belongs to this category. In KNN algorithm, the selected neighbors are the samples that have been correctly classified. This method only determines the category of the samples to be assigned based on the nearest one or several samples. Although KNN algorithm relies on the limit theorem in principle, it is only related to a very small number of adjacent samples in the class decision. Since KNN method determine the category mainly depending on the limited surrounding adjacent samples, rather than by the discriminant class field method, it is more suitable for sample set with more class field cross or overlap than other methods.
Since KNN algorithm needs to calculate the similarity of two samples in feature space, it is of great importance to select the similarity distance algorithm. Two common similarity calculation methods are introduced as below: 1) Euclidean distance. Euclidean distance, also known as Euclidean metric, is the most common representation of the distance between two or more points.
Equation (7) is the Euclidean distance for any two points (x 1 , y 1 ) and (x 2 , y 2 ).
2) Cosine distance. Cosine distance, also known as cosine similarity, measures the similarity between two texts through the cosine value of the angle between two vectors in a vector space. Compared with Euclidean distance, cosine similarity emphasizes the direction difference between two vectors.
Equation (8) is the cosine distance of the two vectors X = (x 1 , x 2 , . . . , x n ) and Y = (y 1 , y 2 , . . . , y n ).
In this paper, since the geographic locations of the small cells are determined by longitude and latitude, the distance between the small cells cannot be calculated using the above distance formula. Therefore, the latitude and longitude distance formula is used to calculate the distance between Algorithm 2 KNN Algorithm Input: D, the set of training samples, z, the test sample, L, the set of categories used to label the samples, and R, the interference radius between two samples. Output: c z ∈ L, the category of z 1: foreach sample y ∈ D do 2: Compute d (z, y) , the distance between z and y; 3: Compare d (z, y) and 2R; 4: if d (z, y) > 2R 5: Select N ⊆ D, the set of k nearest training samples for z; 6: c z = arg max 
Where, S is the distance. a = lat1 − lat2 denotes the difference between two small cells of latitude; b = lung1−lung2 is the difference between two small cells of longitude; lat1 and lung1 denote the latitude and longitude of small cell A; lat2 and lung2 denote the longitude and latitude of small cell B; R is the radius of the earth. In this paper, 70% of small cells are used as training sets and the rest of the small cells are used as testing sets. At the same time, in order to correctly distinguish the interference between small cells, an interference radius is set up. After calculating the distance between the test data and each training data, comparing the distance with the interference radius. If the distance between two small cells is more than the interference radius, it is considered that there is no interference between the two small cells, whereas there is interference. Then, the test samples of small cells without mutual interference were classified. The nearest k samples are selected to determine the occurrence frequency of the category of the k samples. Finally, the category with the highest frequency in the k samples is used as the prediction classification of the test samples. The specific algorithm is described as follows:
It is illustrated with a simple example, as shown in Fig.4 : The test sample (hexagon) should be classified into two classes, namely first class of circles or second class of rhombuses. When k = 3 (solid line circle), it will be labelled as the second class as there are only 1 circle but 2 rhombuses within the inner circle. When k = 5 (dashed line circle), it is labeled as the first class because there are 3 circles but 2 rhombuses within the outer circle. After the classification of small cells, the interference between small cells can be confirmed, which can effectively avoid the interference of small cells. Meanwhile, through the classification, small cells are divided into multiple small cell sets without intra-interference, and they are regarded as virtual buyers to participate in the auction to effectively avoid the interference of small cells, increase the economic benefits of auction and suppress the sublease collusion.
V. SIMULATION RESULTS
We assessed the performance of the spectrum auction mechanism being proposed through the computer simulations. The network covering 100 × 100 area is considered, and we assume 25 small cells by uniformly distributed in the network. There are 5 idle channels of the auctioneer from the macrocells, the reserve price of each channel be uniformly distributed in [5, 9] . It is assumed that each small cell has 25m coverage radius, indicating that there are two small cells with more than 50m distance sharing the channel with none mutual interference. Such valuations of the small cells can be assumed to be the random variable distributed uniformly in [3] and [10] . The amount of small cells gradually reaches 70 from 25. Fig. 5 compares the system utility of the traditional mechanism, VCG mechanism and the proposed mechanism in this paper when there are 25 small cells. The proposed mechanism in this paper adopts KNN algorithm to classify small cells, and classifies the ones without mutual interference into one category, and regards them as a virtual buyer to participate in the auction. By contrast, the traditional mechanism and VCG mechanism define the interference between users by constructing interference matrix. Through 100 simulations, which is shown in the figure, the system utility of traditional mechanism is lower than the other two algorithms and the proposed mechanism is the highest. Fig.6 shows the change of system utility when the number of small cells is different under three different mechanisms. As shown in the figure, compared with the other two mechanisms, the proposed mechanism can significantly enhance the system utility, meaning that the proposed mechanism has better performance when more small cells are allowed to rent channels at the same time. Fig. 7 compares the spectrum allocation efficiency of the three mechanisms under different numbers of small cells. Spectrum allocation efficiency refers to the ratio of the actual system utility to the optimal value. It can be seen that the spectrum allocation efficiency of the traditional mechanism, VCG mechanism and the proposed mechanism is 50∼55%, 75%∼77%, and 85%∼87%, respectively. By comparison, the proposed mechanism can realize more efficient spectrum allocation. Fig. 8 compares the percentage of the sublease system utility in actual utility in the case of different numbers of small cells. The average value of VCG represents the average value of 100 simulations. The worst case of VCG represents the maximum value of 100 simulations. According to the experimental results, if VCG auction model is used, 13%∼20% system utility on average may be sublet, and even more than 50% system utility may be sublet in the worst conditions. The mechanism proposed in this paper has better collusionresistant performance, and its average sublease rate is less than 12%.
VI. CONCLUSION
In this paper, we proposed a collusion-resistant spectrum auction based on KNN learning algorithm in small cell networks. The algorithm can obtain the optimized solution with the lowest computational complexity. The classification method of small cells based on the geographic location and interference radius through KNN algorithm is proposed. Small cells are divided into multiple no intra-interference sets, which are regarded as virtual buyers to participate in the auction. Such way can effectively avoid the interference of small cells, increase the economic benefits of the auction and suppress sublease collusion. The simulation results have shown that the spectrum allocation method of this algorithm has higher distribution efficiency and effectively solves the problem of dynamic spectrum allocation in cognitive wireless networks. 
